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Abstract
The proposed system was designed with modern watermarking techniques to

securely protect all transmitted data. “Watermarking techniques” is one of the important

nowadays innovations, that allows users to hide messages in other media like text, image,

audio, and video.

In the theoretical part of this thesis, the research outlined different text

watermarking techniques, then focuses on text hiding in texts and images, which is really

implemented in the practical part of this thesis.

The thesis proposed an email client system that is designed by using object –

oriented language with benefits from C#.net language. In addition, the research explains

the fundamental concepts of the proposed design.

The proposed email system is proven to be easy use. It has the ability of sending

message, receiving message, adding attachment, and downloading attachment. Besides, it

has the ability of embedding text watermark in another text by using three encoding

methods. These methods are involve using some unused ASCII (American Standard

Code for Information Interchange) characters, word shift encoding and feature encoding.

Finally, the last proposed method use LSB (Least Significant Bit) replacement

technique for hiding text watermark bits in the image, these methods depend on key value

to select bit location in pixels that will compare with the "text watermark" bit and put the

result in LSB.

After implementing these methods on text its found the target text is same as the

cover text and the third parity cannot recognize the difference between the source and the

target text by eye, which make it difficult to break the hidden message.

Execution time, MSE(Mean-Squared Error) and PSNR(Peak Signal-to-Noise Ratio) were

used to evaluate the result of the proposed software. It gives good execution time and

good range of the PSNR.
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Chapter One

Introduction

1.1 Introduction

The important times to use E-mail are during work time and in free time.

First advantage of all, it replaces a lot of phone calls because almost everyone

prefers things that are written and not just said on the phone.

Another good reason for using e-mail is that one can write whenever he has

time, and the other person can also reply whenever he has time. It's not necessary to

be free and available at the same time to meet or to speak on the phone. But the

biggest problem is everything that is written through the net can be easily

intercepted by skilled people.

E-mail messages are not protected as they move across Internet. Messages

can be undelivered or intercepted and read by unauthorized or unintended

individuals. E-mail can also be surreptitiously modified even forged creating the

impression that a person made a statement that she did not. Ordinary Internet E-

mail does not provide techniques for assuring integrity, privacy or establishing

authorship.

A digital signature or digital signature scheme is a type of asymmetric

cryptography used to simulate the security properties of a handwritten signature on

paper. Modern steganography and watermarking is the ability to hide information

in an electronic source. The project focuses on hybrid text watermarking techniques

provided by the field of watermarking to authenticate an encrypted digital signature

or hidden in a message button or digital image. There are no algorithms existing

currently to secure E-mail messages which use text watermarking and image



watermarking techniques together. This work will discuss the  implementation of

an algorithm which uses these two techniques together and analyze the

performance of the system.

1.2 Information Hiding, Steganography, and Watermarking

Information hiding, steganography, and watermarking are three closely related

fields that have a great deal to overlap and share many technical approaches.[1]

Information hiding (or data hiding) is a general term encompassing a wide

range of problems beyond that of embedding messages in content. The term hiding

here can refer to either making the information imperceptible or keeping the

existence of the information secret.

Steganography is the ability of hiding information in redundant bits of any

unremarkable cover media. Its objective is to keep the secret message undetectable

without destroying the cover media integrity. Steganography replaces unneeded

bits in image, sound, and text files with secret data. Instead of protecting data the

way encryption does, steganography hides the very existence of the data.[2]

Therefore, the definition of steganography is the practice of undetectably altering a

work to embed a secret message.

Although steganography and watermarking both describe techniques used for

covert communication may be used for the purpose of E-mail authentication. More

specifically, by embedding appropriately-designed codes as an authentication

signal, the signal, when extracted, can be used to check the fidelity of a received

email, proving that it was transmitted by a specified server and not tampered with

before received. Steganography typically relates only to covert point to point

communication between two parties. Steganographic methods are not robust



against attacks or modification of data that might occur during transmission,

storage or format conversion.[3]

Watermarking as opposed to steganography has an additional requirement of

robustness against possible attacks. An ideal steganographic system would embed a

large amount of information perfectly securely, with no visible degradation to the

cover object.

An ideal watermarking system, however, would embed an amount of

information that could not be removed or altered without making the cover object

entirely unusable.

As a side effect of these different requirements, a watermarking system will

often trade capacity and perhaps even some security for additional robustness[4].

Therefore, the definition of watermarking is the practice of imperceptibly

altering a work to embed a message about that work. Or a watermark is a “secret

message” that is embedded into a “cover message”[1].

1.3 History of Watermarking[1,5,6]

Although the art of papermaking was invented in China over one thousand

years earlier, paper watermarks did not appear until about 1282, in Italy. The marks

were made by adding thin wire patterns to the paper molds. The paper would be

slightly thinner where the wire was and hence more transparent.

 By the 18th century watermarks began to be used as anti counterfeiting

measures on money and other documents.

 The term watermark was introduced near the end of the 18th century. It was

probably given because the marks resemble the effects of water on paper.

 The first example of a technology similar to digital watermarking is a patent

filed in 1954 by Emil Hembrooke for identifying music works.



 In 1988, Komatsu and Tominaga appear to be the first to use the term

“digital watermarking”.

 About 1995, interest in digital watermarking suddenly appear.

  In the late 1990s several companies were established to market

watermarking products. Technology from the Verance Corporation was

adopted into the first phase of SDMI and was used by Internet music

distributors such as Liquid Audio. In the area of image watermarking,

Digimarc bundled its watermark embedders and detectors with Adobe’s

Photoshop. More recently, a number of companies have used watermarking

technologies for a variety of applications.

1.4 Importance Of Digital Watermarking

The sudden increase in watermarking interest is most likely due to the increase

in concern over copyright protection of content. The Internet had become user

friendly with the introduction of Marc Andreessen’s Mosaic web browser in

November 1993, and it quickly became clear that people wanted to download

pictures, music, and videos. The Internet is an excellent distribution system for

digital media because it is inexpensive, eliminates warehousing and stock, and

delivery is almost instantaneous. However, content owners (especially large

Hollywood studios and music labels) also see a high risk of piracy[1].

Watermarking has been considered for many copy prevention and copyright

protection applications. In copy prevention, the watermark may be used to inform

software or hardware devices that copying should be restricted. In copyright

protection applications, the watermark may be used to identify the copyright holder

and ensure proper payment of royalties.

Although copy prevention and copyright protection have been major driving

forces behind research in the watermarking field, there are a number of other



applications for which watermarking has been used or suggested. These include

broadcast monitoring, transaction tracking, authentication, copy control, and device

control.

Electronic communication is increasingly susceptible to eavesdropping and

malicious interventions. The issues of security and privacy have traditionally been

approached using tools from cryptography. Messages can be appended with a

message authentication code and encrypted so that only the rightful recipient can

read them and verify their integrity and authenticity. Modern cryptography is a

mature field based on rigorous mathematical foundations and decades of

development[1].

1.5 Steganography vs. Watermarking

There are many differences between steganography and digital watermarking as

shown in Table (1.1).[7]

Table (1.1) Comparison between steganography and digital watermark

Steganography Digital Watermark

 Steganography conceals a message

where hidden message is the object of

the communication.

 Digital Watermarking extends some

information that may be considered

attributes of the cover such as

copyright.

 Steganography tools hide large blocks

of information.

Watermarking tools place less

information in digital data.

 It is invisible to the human eye, and

must not be known.

 It is not always to be hidden as some

system use visible, but most system use

invisible.

 Steganographic communication are

usually point-to point or one to many

Watermarking techniques are usually

one to many points



 It is not robust against modification of

the data, or has limited robustness.

 Its technique is more robust to attacks

such as compression, cropping, and

some image processing.

 The existence of the hidden data is not

known to the parties, so they will not

have the interest in getting the

embedded data.

 Its popular application is to give proof

of ownership of digital data by

embedding copyright, so the existence

of the hidden data is known to the

parties, and they have the interest of

removing it.

1.6  C#.net Language Overview

C# (pronounced see sharp) is a multi-paradigm programming language

encompassing imperative, declarative, functional, generic, object-oriented (class-

based) and component-oriented programming disciplines. It was developed by

Microsoft within the .NET initiative and later approved as a standard by ECMA

(ECMA-334) and ISO (ISO/IEC 23270). C# is one of the programming languages

designed for the Common Language Infrastructure[8].

Why using c# programming language?

 C# language is intended to be a simple, modern, general-purpose, object-

oriented programming language.

 The language and implementations should provide support for software

engineering principles such as strong type checking, array bounds checking,

detection of attempts to use uninitialized variables, and automatic garbage

collection. Software robustness, durability, and programmer productivity are

important.



 The language is intended for use in developing software components suitable

for deployment in distributed environments.

 C# is intended to be suitable for writing applications for both hosted and

embedded systems, ranging from the very large that use sophisticated

operating systems, down to the very small having dedicated functions.[8]

1.7 Related Work

1. Brassil ,J. T., et al.[9], “Copyright Protection for the Electronic

Distribution of Text Documents”, 1999. proposed a watermarking

method called word-shift coding. In this method, each line is first

divided into groups of words. Each group has a sufficient number of

characters. Then, each even group is shifted to the left or the right

according to the value of a specific bit in the payload. The odd groups

are used as references for measuring and comparing the distances

between the groups during the decoding stage. A correlation method

has been suggested for detecting the watermark. This method requires

the use of the original document, especially when the inter-word

spacing is variable.

2. Shaar, Mahmoud, et al.[10], “A Hybrid Hiding Encryption

Algorithm for Data Communication Security”, 2003. presented an

encryption algorithm that can be used for hardware-implemented

applications to secure data communications. This encryption algorithm

is based on hiding a number of bits from plain text message into a

random vector of bits. The locations of the hidden bits are determined

by a key known to the sender and receiver. The name of this paper

demonstrates the two basic operations of this algorithm. These are

operations that include inserting part of the plaintext bits into a cover



to hide it from recognition. There are no conventional operations on

the ciphered text, just plain hiding in a random bit string.

3. Kim, Young-Won, et al.[11], “A Text Watermarking Algorithm based

on Word Classification and Inter-word Space Statistics”, 2003.

proposed a text watermarking algorithm that exploits the novel

concepts of word classification and inter-word space statistics. The

words are classified using some features. Several adjacent words are

grouped into a segment, and the segments are also classified using the

word class information. The same amount of information is inserted

into each of the segment classes. The information is encoded by

modifying some statistics of inter-word spaces of the segments

belonging to the same class. Several advantages over the conventional

word-shift algorithms come from the concepts of the word and

segment classification and of using the statistical distributions of inter-

word spaces, where which in the conventional algorithms, individual

lines or words hide a portion of total watermarking information

independently of other lines or words.

4.  Sui, Xin-Giiang, and Lilo, Hui[12], “A New Steganography method

Based on Hypertext”, 2004. proposed an analysis of the structure of

the Hypertext files and proposes a new secure steganography method.

This method achieves the aim of hiding secret information in hypertext

by modifying the written states of the markup letters. Experiments and

analysis prove that it is a method with high efficiency and security,

since the method modifies only the markup letters instead of the

content itself where the stego-hypertext and the cover have no

difference in normal show. And the algorithm doesn't lengthen the file

since it just modifies the markup letters instead of adding letters.



5. Topkara, M., et al.[13], “Natural Language Watermarking”, 2005.

discussed natural language watermarking, which uses the structure of

the sentence constituents in natural language text in order to insert a

watermark. This approach is different from techniques, collectively

referred to as “text watermarking,” which embed information by

modifying the appearance of text elements, such as lines, words, or

characters. The goal in this paper is to review the current state of the

art in natural language watermarking. The type of the text that is being

modified for watermarking has an important effect on the process of

evaluation. For example, when watermarking a magazine article or a

novel, the emphasis may be on the preservation of the author’s style.

On the other hand, when watermarking a cooking recipe or a user

manual, preserving the preciseness and jargon would be more

important.

1.8 The Aim Of This Work

The main goals of this thesis are designing and implementing system

that is capable of connecting the E-mail client with any mail server. The

system can apply watermarking techniques on the text in the E-mail

message. The proposed system will use many text encoding techniques like

feature encoding, word shift, and unused ASCII characters.  Also the

proposed system will use enhanced LSB technique in order to embed text

message bits into image, not in sequence mapping but it use another bits

locations in pixels generated by secrete key.



1.9 Research Synthesis

This work is limited to the following:

1. Designing and implementing software that is capable of watermarking

text in the message button in plain text.

2. The media files used to watermark data is an image that has any

extensions (BMP, JPEG, GIF and PNG).

3. The watermarked message uses only English characters.

1.10 Chapters Review

 Chapter one: Presents an introduction, related work, and the objectives of

this thesis.

 Chapter two: Gives the idea of watermarking system, types, application,

properties, and attacks. This chapter also contains the main techniques type

of the text encoding methods in different cover media type. Finally this

chapter shows the E-mail system architecture and E-mail protocols and the

main Unicode systems used in this thesis.

 Chapter Three: This chapter considers many algorithms to design the

proposed software that puts watermark message in plain text E-mail

message. It outlines three proposed methods; word shift method, unused

ASCII characters method, and feature encoding. In addition, another method

is proposed that puts watermark text message in image as attachment using

LSB technique to hide bits in the pixel in random manner according secrete

key value.

 Chapter Four: Presents the implementation and results.

 Chapter Five: Presents the conclusions and suggestions for future works.
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Chapter Two

Multimedia Watermarking Concepts
2.1 Introduction

The digital representation of multimedia watermark has become very

popular in last decade; the success of digital technology is largely due to the

capabilities of efficient transmission, storage and perfect copying. However,

especially the last feature leads to serve problems because unauthorized copying

is also simplified. One approach to combat this problem is to mark a digital

multimedia such that a copyright can be proven or the distribution path can be

traced.[7]

2.2 Digital Watermarking Classification

Digital watermark and digital watermarking techniques can be divided into

various categories in various ways as shown in the following figure (2.1).



2.2.1 Classification According To The Type Of Document

2.2.1.1 Text Watermarking

 Text watermarking uses text as the medium in which to hide

information. It is the most difficult kind of watermarking; this is due largely

to the relative lack of mark information in plain text, picture or sound files.

The structure of text documents is identical with that observed by the user,

while in other types of documents such as in picture, the structure of

document is different from the observed one.

Therefore, in such documents, one can hide information by

introducing changes in the structure of the document without making a

notable change in the concerned output. Contrary to other media such as

pictures, sounds and video clips, using text documents has been common

since very old times.[14]

2.2.1.2 Image Watermarking

Digital images can be produced from many sources, such as everyday

photographs, satellite pictures, medical scans, or computer graphics.

Watermarks for natural images typically modify pixel intensities or

transform coefficients, although it is conceivable that a watermark could alter

other features such as edges or textures.[15]

2.2.1.3 Video Watermarking

Digital video is a sequence of still images, and many image

watermarking techniques can be extended to video in a straightforward

manner. In contrast to single images, the large video bandwidth means that

long messages can be embedded in video.[15]



2.2.1.4 Audio Watermarking

Audio watermarks are special signals embedded into digital audio.

These signals are extracted by detection mechanisms and decoded. Audio

watermarking schemes rely on the imperfection of the human auditory

system. However, human ear is much more sensitive than other sensory

motors. Thus, good audio watermarking schemes are difficult to design.[16]

2.2.2 Classification According To The Type Of Watermark

Digital watermarks can be divided into different types as follows:

2.2.2.1 Visible watermark.

Visible watermark is a secondary translucent overlaid into the

primary image. The watermark appears visible to a casual viewer on a

careful inspection.

2.2.2.2 Invisible- Robust Watermark

The invisible-robust watermark is embedding in such away that

alternations made to the pixel value is perceptually not noticed and it

can be recovered only with appropriate decoding mechanism.

2.2.2.3 Invisible- Fragile Watermark

The invisible-fragile watermark is embedded in such a way that

any manipulation or modification of the data would alter or destroy the

watermark.[17]



2.2.3 Classification According To Watermarking Systems

Three types of watermarking systems can be identified. Their difference

is in the nature and combination of inputs and outputs:

2.2.3.1 Private Watermarking:

It is also called nonblind watermarking systems and requires at

least the original data. It can be used as authentication and content

integrity mechanisms in a variety of ways. This implies that the

watermark is a secured link readable only by authorized person with

the knowledge about the secret key.[3]

2.2.3.2 Semiprivate Watermarking:

Also called semiblind watermarking. It does not use the original

data for detection. Potential applications of private and semiprivate

watermarking are for evidence in court to prove ownership, copy

control, and fingerprinting where the goal is to identify the original

recipient of private copies.[18]

2.2.3.3 Public Watermarking:

It is also referred to as blind or oblivious watermarking. It

remains the most challenging problem since it requires neither the

secret original nor the embedded watermark. It usually contains

copyright or licensing information, such as the identifier of the

copyright holder or the creator of the material.[18]



2.3 Digital Watermark Applications

This section describes seven applications of watermarking: broadcast monitoring,

owner identification, proof of ownership, authentication, transactional watermarks, copy

control and covert communication.

2.3.1 Broadcast Monitoring

Watermarking is an obvious alternative method of coding

identification information for active monitoring .It has the advantage of

existing within the content itself, rather than exploiting a particular segment

of the broadcast signal, and is therefore completely compatible with the

installed base of broadcast equipment, including both digital and analog

transmission.[19]

2.3.2 Owner Identification

Under the U.S. law, although the copyright notice is not required in

every distributed copy to protect the rights of copyright holders, the award to

the copyright holders whose work is misused will be significantly limited

without a copyright notice found on the distributed materials.

Traditional textual copyright notices:

– “Copyright date owner”.

– “© date owner”.

– “Copr. date owner”.

One disadvantage of such text copyright notices is that they can often be

removed from the protected material.[1]

2.3.3 Proof Of Ownership

Multimedia owners may want to use watermarks not just to identify

copyright ownership, but to actually prove ownership.[1]



2.3.4 Authentication

As both still and video cameras increasingly embrace digital

technology, the ability for undetectable tampering also increases. The content

of digital photographs can easily be altered in such a way that it is very

difficult to detect what has been changed. In this case there is not even an

original negative to examine. There are many applications where the veracity

of an image is crucial, especially in legal cases and medical imaging. A

preferable solution might be to embed the signature directly into the work

using watermarking.[1]

2.3.5 Transactional Watermarks

Monitoring and owner identification applications place the same

watermark in all copies of the same content. However, electronic distribution

of content allows each copy distributed to be customized for each recipient.

This capability allows a unique watermark to be embedded in each

individual copy. Transactional watermarks, also called fingerprints, allow a

content owner or content distributor to identify the source of an illegal copy.

This is potentially valuable both as a deterrent to illegal use and as a

technological aid to investigation.[5, 19]

2.3.6 Copy Control

In the copy control application, we aim to prevent people from making

illegal copies of copyrighted content.[1]

2.3.7 Device Control

Copy control falls into a broader category of applications, which we

refer to as device control. There are several other applications in which

devices react to watermarks they detect in content.[19]



2.4 Digital Watermarking Properties

There are a number of papers that discussed the characteristics of

watermarks. Some of the properties discussed are imperceptibility, robustness,

tamper resistance, fidelity, computational cost, and false positive rate. In practice,

it is probably impossible to design a watermarking system that excels at all of

these. Thus, it is necessary to make tradeoffs between them, and those tradeoffs

must be chosen with careful analysis of the application. In addition, the

application can affect the very definition of a property. In the following

subsections, the five properties listed above, and the discuss of the importance

and definition varies with application.[22, 23]

2.4.1 Imperceptibility:

Imperceptibility refers to the perceptual similarity between the original and

watermarked data. The owner of the original data mostly does not tolerate any

kind of degradation in his/her original data. Therefore, the original and

watermarked data should be perceptually the same.[24]

2.4.2 Robustness

Robustness refers to the ability to detect the watermark after common

signal processing operations. Examples of common operations on images include

spatial filtering, lossy compression, printing and scanning, and geometric

distortions (rotation, translation, scaling, and so on).

Not all watermarking applications require robustness to all possible signal

processing operations. Rather, a watermark need only survive the common signal

processing operations likely to occur between the time of embedding and the time

of detection.[1]



2.4.3 Tamper Resistance

Tamper resistance refers to a watermarking system’s resistance to hostile

attacks. There are several types of tamper resistance. Depending on the

application, certain types of attacks are more important than others. In fact, there

are several applications in which the watermark has no hostile enemies, and

tamper resistance is irrelevant.[1]

2.4.4 Embedding Effectiveness

A watermarking work is a work that when input to a detector results in

appositive detection with this definition of watermarked works, the effectiveness

of a watermarking system is the probability that the output of the embedder will

be watermarked.[7]

2.4.5 Fidelity

The fidelity of a watermarking system refers to the perceptual similarity

between the original and watermarked versions of the cover work.[1]

2.4.6 Data Payload

Data payload refers to the number of bits a watermark encodes within a

unit of time or within a Work.[1]

2.4.7 Blind or Informed Detection

In some applications, the original, unwatermarked work is available during

detection. For example, in a transaction-tracking application, it is usually the

owner of the original work who runs the detector, in order to discover who

illegally distributed a given copy. The owner, of course, should still have an

unwatermarked version of the work and can thus provide it to the detector along

with the illegal copy.[1]



2.4.8 False Positive Rate

A false positive is a detection of a watermark in a piece of media that

does not actually contain that watermark. When we talk of the false positive

rate, we refer to the number of false positives we expect to occur in a given

number of runs of the detector. Equivalently, we can discuss the probability

that a false positive will occur in any given detector run.[19]

2.4.9 Security Of Watermark

The security of a watermark refers to its ability to resist hostile attacks.

A hostile attack is any process specifically intended to thwart the watermark’s

purpose.[1]

The types of attacks may be one of the three broad categories:

 Unauthorized removal: referred to as active attacks because

these attacks modify the cover work.

 Unauthorized embedding: referred to as active attacks because

these attacks modify the cover work.

 Unauthorized detection: referred to as a passive attack because

it does not modify the cover work.

2.4.10 Cost Of Watermark

The economics of deploying watermark embedders and detectors can be

extremely complicated and depends on the business models involved[1].

From a technological point of view, the two principal issues of concern

are the speed with which embedding and detection must be performed and the

number of embedders and detectors that must be deployed. Other issues

include whether the detectors and embedders are to be implemented as special-

purpose hardware devices or as software applications or plug-ins.



2.5  Watermarking Embedding And Detection

The digital watermarking system essentially consists of a watermark

embedder and a watermark detector, see Figure (2.2). The watermark

embedder inserts a watermark on to the cover signal and the watermark

detector detects the presence of watermark signal. Note that an entity called

watermark key is used during the process of embedding and detecting

watermarks.[7]

Figure (2.2) Digital watermarking system

All Digital watermarking methods share the same generic building

blocks: a watermark embedding system and a watermark recovery system

(also called watermark extraction or watermark decoder).

Figure (2.3) shows the generic watermark embedding process. The input

to the scheme is the watermark, the cover data and an optional public or secret

key.

The Digital watermark can be of any nature such as a number, text, or

an image. The key may be used to enforce security that is the prevention of
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unauthorized parties from recovering and manipulating the watermark. All

practical systems employ at least one key, or even a combination of several

keys. The output of the digital watermarking scheme is the watermarked data.

Figure (2.3) Generic digital watermarking scheme

The generic watermark recovery process is depicted in Figure (2.4).

Inputs to the scheme are the watermarked data, the secret or public key, and

depending on the method, the original data and/or the original watermark. The

output is either the recovered watermark W.

Figure (2.4) Generic digital watermark recovery scheme
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2.6 Digital Watermarking Attacks

Four types of attacks can be described in the following sections:

2.6.1 Active Attacks.

 Here the hacker tries to remove the watermark or make it undetectable.

This type of attack is critical for many applications, including owner

identification, proof of ownership, fingerprinting, and copy control, in which

the purpose of the mark is defeated when it cannot be detected. However, it

is not a serious problem for authentication or covert communication.[25, 26]

2.6.2 Passive Attacks.

 In this case, the hacker is not trying to remove the watermark, but is

simply trying to determine whether a mark is present, i.e. is trying to identify

a covert communication. Most of the scenarios above are not concerned with

this type of attack. In fact, we might even advertise the presence of the mark

so that it can serve as a deterrent. But for covert communication, our primary

interest is to prevent the watermark from being observed.[27]

2.6.3  Collusion Attacks.

 These are a special case of active attacks, in which the hacker uses

several copies of one piece of media, each with a different watermark, to

construct a copy with no watermark.[26]

2.6.4 Forgery Attacks.

Here, the hacker tries to embed a valid watermark, rather than remove

one. These are our main security concern in authentication applications,

since, if hackers can embed valid authentication marks, they can cause the

watermark detector to accept bogus or modified media. This type of attack is

a serious concern in proof of ownership.[27]



2.7 Text Watermarking Encoding Methods
Nowadays most existent researches aim to hide data in images or

sounds. Because image or sound can take large amount of information. For

that reason there are few studies about text information hiding. This section

explains the general techniques of hiding data in texts. Figure (2.5) shows the

general model of information hiding in texts.[30]

Figure (2.5) General Model of Hiding Data in Texts

Text encoding methods is broadly classified into the two categories;

Linguistic which is further divided into semantic and syntactic method. Another

category is format based which is further divided into following categories, line-

shift encoding, word-shift encoding, open-space encoding and feature encoding

as described in the Figure (2.6).[30, 31]
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2.7.1 Linguistics Methods

These Methods using linguistic expression of texts by make some

changes in the texts using substitution of synonym.

Stego-text is made to have the same meaning of the over –text, and the

cover text is handled as a sequence which has meaning not as paper image.

These methods can be applied to the XML document as well. Figure (2.7)

illustrates these methods:[32]

Figure (2.7) Methods uses the Synonyms of the Text

2.7.2 Style  Method

With these methods, texts are considered images, and definitions of

the style of appearance are changed in the range that printed matter
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Figure (2.6) Text encoding techniques



becomes the same. Most of these methods are proposed as digital

watermark methods of the document of the specific physical format.

There is a method, which makes the size of the blank between

characters; words and lines change finely, a method, which makes the size

of the font change delicately. Figure (2.8) illustrates these methods.[30]

Figure (2.8) Methods Using the Style of the Font

2.7.3 Formatted base Methods

In this methods changing representation of source codes it doesn’t

influence the result of the process to the document. Some methods hide

information by using these representations. These methods are proposed as

watermarking on most electronic texts. And these methods are:[32]

a. White Space Methods

There are two reasons why the manipulation of white space in

particular yields useful results. First, changing the number of trailing

spaces has little chance of changing the meaning of a phrase or sentence.

Second, a casual reader is unlikely to take notice of slight modifications

to white space. There are three methods of using white space to encode

data. The methods exploit inter-sentence spacing, end-of-line spaces, and

inter-word spacing in justified text[30].
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i. Inter Sentences Spacing

The first method encodes a binary message into a text by

placing either one or two spaces after each terminating character, e.g.,

a point (.) or comma (,), etc. a “0” while two spaces encode a “1” A

single space encodes This method has a number of inherent problems;

it is inefficient, requiring a great deal of text to encode a very few bits.

One bit per sentence equates to a data rate of approximately one bit

per 160 bytes assuming sentences are on average two 80-character

lines of text. Its ability to encode depends on the structure of the text.

Many word processors automatically set the number of spaces after

periods to one or two characters. Finally, inconsistent use of white

space is not transparent.[28, 30, 33]

ii. End Of Line Space

A second method of exploiting white space to encode data is to

insert spaces at the end of lines. The data are encoded allowing for a

predetermined number of spaces at the end of each line. Two spaces

encode one bit per line, four encode two, eight encode three, etc.,

dramatically increasing the amount of information we can encode over

the previous method. In Figure (2.9), the text has been selectively

justified, and has then had spaces added to the end of lines to encode

more data. Rules have been added to reveal the white space at the end

of lines. Additional advantages of this method are that it can be done

with any text, and it will go unnoticed by readers, since this additional

white space is peripheral to the text. As with the previous method,

some programs, e.g., “sendmail,” may inadvertently remove the extra

space characters. A problem unique to this method is that the hidden

data cannot be retrieved from hard copy.[34]



Figure (2.9) End of line space method

iii. Inter Word Spacing

A third method of using white space to encode data involves

right-justification of text. Data are encoded by controlling where the

extra spaces are placed. One space between words is interpreted as a

“0” Two spaces are interpreted as a “1” This method results in several

bits encoded on each line, see Figure (2.10). Because of constraints

upon justification, not every inter-word space can be used as data. In

order to determine which of the inter-word spaces represent hidden

data bits and which part of the original text is, we have employed a

Manchester-like encoding method. Manchester encoding group’s bits

in sets of two, interpreting “01” as a “1” and “10” as a “0” The bit

strings “00” and “11” are null. For example, the encoded message

“1000101101” is reduced to “001,” while “110011” is a null

string.[32]

Figure (2.10) Inter word spacing method



b. Line Shift Coding

In this method, text lines are vertically shifted to encode the

document uniquely. Encoding and decoding can generally be applied

either to the format file of a document, or the bitmap of a page image.

By moving every second line of document either 1/300 of an

inch up or down. However, this method is probably the most visible

text coding technique to the reader. Also, line-shift encoding can be

defeated by manual or automatic measurement of the number of pixels

between text baselines. Random or uniform respecting of the lines can

damage any attempts to decode the codeword.

However, if a document is marked with line-shift coding, it is

particularly difficult to remove the encoding if the document is in

paper format. Each page will need to be rescanned, altered, and

reprinted. This can be complicated even further if the printed

document is a photocopied, as it will then suffer from effects such as

blurring, and salt-and-pepper noise.[30,31]

Figure (2.11) Line shift encoding method



c. Word Shift Coding

In word-shift coding, code words are coded into a document by

shifting the horizontal locations of words within text lines, while

maintaining a natural spacing appearance. This encoding can also be

applied to either the format file or the page image bitmap.[30]

This scheme alters the text by horizontally shifting the locations

of words within text lines to embed the mark. The space between

adjacent words must be different in order to apply this technique.

Variable word spacing is commonly used to distribute white space

when justifying a document. Because of the variable spacing, the

decoder needs the original document or a specification about word

spacing in the original document. The encoder first determines if a line

has sufficient number of words to encode; short lines are no encoded.

On each encodable text line found is applied the differential encoding

technique for this scheme. The second, fourth, sixth, etc. word from

the left margin is displaced. The first and the last word on each line are

unshifted to maintain the column justification. After the process of

shifting words is finished, the document is distributed. The decoder

needs information about the original document. This is not a

drawback, knowing the fact that in general the authors are tracing their

documents and they own a copy of the original document.[31]

Figure (2.12) Word shift encoding method



d. Feature Coding Method

Feature coding is another way of embedding data into a text file.

In feature coding, certain text features are altered depending on the

embedded data. For example, one type of feature coding would be

extending the vertical lines of characters such as “l”, “d”, “b”, “h”,

“p”, and “q”. In order for this type of feature coding to work, the text

must be altered by randomizing the lengths of the vertical lines before

applying this algorithm. The randomness will help the text look less

suspicious to its readers. In order to decode this algorithm, the text,

after the randomization, but before the algorithm application, can be

compared with the message containing the embedded data to retrieve

the encoded bits. This type of feature coding can be easily defeated if

the vertical line length is adjusted to a fixed length before the file is

opened.

According to feature coding scheme, the character is examined

for chosen text features and those features are altered, depending on

the mark inserted. Such features may be the vertical lines of the letters

b, d, h, k, etc. The length of those lines may be modified in a way that

is imperceptible to the ordinary readers. The character heights within a

given font may also be changed. There are also techniques that change

the words themselves substituting them with synonyms. Usually there

are two pairs of synonyms and using one or the other synonym is

equivalent with embedding a “0” or a “1”. The two parties involved

must share the synonymous pairs. The difference between those two

techniques is that the first one can be used for embedding copyright

information, but the second one only hides information, being

adequate in the prisoners’ problem. In the former all documents will



have the same content, but some characters will be modified, in the

latter two documents having different marks embedded will be

different. This feature coding can further be explained with the help of

few examples.[28, 30]

Due to the frequently high number of features in documents that

can be altered, feature coding supports a high amount of data

encoding. Also, feature encoding is largely indiscernible to the reader.

Finally, feature encoding can be applied directly to image files, which

leaves out the need for a format file.[30,32]

When trying to attack a feature-coded document, it is interesting

that a purely random adjustment of end line lengths is not a

particularly strong attack on this coding method. Adjusting each end

line length to a fixed value can defeat feature coding. This can be done

manually, but would be painstaking. Although this process can be

automated, it can be made more challenging by varying the particular

feature to be encoded. To even further complicate the issue, word

shifting might be used in conjunction with feature coding, for

example. Efforts such as this can place enough impediments in the

attacker's way to make his job difficult and time-consuming.[30]

2.8 Image watermarking techniques

Digital watermarking techniques in image can be classified as shown in

figure (2.13) into two main types of digital watermarks are identified: Perceptible

and Imperceptible.[33]

Perceptible watermarks create noticeable changes in the host signal when

added, but do not severely impede the host signal from communicating the original



message. While perceptible watermarking is not popular as imperceptible (since the

marking can be somewhat obtrusive), it has been successfully implemented for

images by embedding a visible ownership logo which permits all image detail to be

seen through the watermark.

Figure (2.13) Classification of Image Watermarking Techniques

Source extraction techniques require that the original host signal be available

to recover the watermark and are characterized by their higher robustness to signal

distortions. This robustness comes at the expense of practicality, as the host signal

is required for watermark extraction. Destination extraction techniques only require

a key for watermark extraction. The methods can be divided into two groups:

spatial/time domain methods and transform domain techniques.

 Spatial Domain: it is slightly modifies the pixels of one or two randomly

selected subset of an image. However, this technique is not reliable when

subjected to normal media operations such as filtering or lossy

compression.
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Watermarking in the spatial domain has its downfalls in that the watermark

can be destroyed because the domain deals with the image pixels. Hence

any translation, rotation, scaling, compression or any change to the image

can cause the destruction of the watermark, depending on its

robustness.[33]

 Frequency Domain: is also called transform domain. Values of certain

frequencies are altered from their original. Typically, these frequency

alterations are done in the lower frequency levels, since alternations at the

higher frequencies are lost during compression. The watermark is applied

to the whole image so as not to be removed during a cropping operation.

However, there is a tradeoff with the frequency domain technique.

Verification can be difficult since this watermark is applied

indiscriminately across the whole image.

In contrast to the spatial-domain-based watermarking, frequency-domain-

based techniques can embed more bits of watermark and are more robust to

attack; thus, they are more attractive than the spatial-domain-based

methods.[34, 35]

2.8.1 Text Watermarking Techniques In Image Using LSB

Least significant bit (LSB) insertion is a common and simple approach to

embed information in an image file. In this method the LSB of a byte is replaced

with an M’s bit. This technique works well for image, audio and video

watermarking.[35]

To the human eye, the resulting image will look identical to the cover object.

For example, if we consider image watermarking then the text can be hidden in

image pixels (assuming no compression) the binary values of the text are shown in

figure (2.14):



Figure (2.14) shows the installation of the message that hidden in the image

And the original raster data for image pixels may be as shown in figure (2.15)

Figure (2.15) 24 bit image pixels

Inserting the binary value for the text in the image pixels would result in figure

(2.16).

Figure (2.16) embed the bits in image



The bold bits are the only actually changed in the bytes used. On

average, LSB requires that only half the bits in an image be changed. You

can hide data in the least and second least significant bits and still the human

eye would not be able to discern it. The resultant image for the above data

insertion and the original cover image are given below figure (2.17).

Figure (2.17) original and watermarked image

Finally the extracting process shown figure (2.18)

Figure (2.18) Text extraction from the watermarked image

       Original image         watermarked image



Also while in this example an image has been hidden, the least significant

bits could be used to store text or even a small amount of sound. All you need to do

is change how the least significant bits are filled in the host image. However this

technique makes it very easy to find and remove the hidden data.[36]

2.8.2 Evaluation Of Image Quality

For comparing watermarked image with the original image results requires a

measure of image quality, commonly used measures are Mean-Squared Error and

Peak Signal-to-Noise Ratio[37].

2.8.2.1 Mean-Squared Error

The mean-squared error (MSE) between two images I1(m,n) and I2(m,n) is:
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 (3.1)

M and N are the number of rows and columns in the input images,

respectively. Mean-squared error depends strongly on the image intensity

scaling.

2.8.2.2 Peak Signal-to-Noise Ratio

Peak Signal-to-Noise Ratio (PSNR) avoids this problem by scaling the

MSE according to the image range:

)(log10
2

10 MSE
RPSNR  (3.2)

PSNR is measured in decibels (dB). PSNR is a good measure for

comparing restoration results for the same image, but between-image

comparisons of PSNR are meaningless.[37]



2.9 Email System Architecture And Protocols

The birth of Electronic Mail (Email) occurred in the early 1960s. The

mailbox was a file in a user's home directory that was readable only by that user.

Primitive mail applications appended new text messages to the bottom of the file,

making the user wade through the constantly growing file to find any particular

message.

Today, email is delivered using client/server architecture. An email message

is created using a mail client program. This program then sends the message to a

server. The server then forwards the message to the recipient's email server, where

the message is finaly supplied to the recipient's email client.[38, 39]

Figure (2.19) Mail server system

To enable the process, a variety of standard network protocols allow

different machines, often running different operating systems and using different

email programs, to send and receive email. And the email message Format looks

like the following figure (2.20).

1
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Figure (2.20) Email message Format

A mail server (also known as a mail transfer agent or MTA, a mail transport

agent, a mail router or an Internet mailer) is an application that receives incoming

e-mail from local users and remote senders and forwards outgoing e-mail for

delivery.

The mail server works in conjunction with other programs to make up what

is sometimes referred to as a messaging system. A messaging system includes all

the applications necessary to keep e-mail moving as it should. When sending an e-

mail message, the e-mail program, forwards the message to the mail server, which

in turn forwards it either to another mail server or to a holding area on the same

server called a message store to be forwarded later. As a rule, the system uses

SMTP (Simple Mail Transfer Protocol) for sending e-mail, and either POP3 (Post

Office Protocol 3) or IMAP (Internet Message Access Protocol) for receiving e-



mail. The following protocols discussed are the most commonly used in the transfer

of email[39].

2.9.1 SMTP

SMTP or Simple Mail Transfer Protocol is a protocol for sending email

messages between servers. It is the most common protocol for sending email

between two servers of the Internet. These emails can then be retrieved from

servers either (Post Office Protocol) POP or (Internet Message Access

Protocol) IMAP. SMTP servers are also sometimes referred as outgoing mail

servers.[38]

2.9.2  POP

POP or Post Office Protocol is a protocol used to retrieve email from a

mail server. Almost all email applications use the POP protocol. There are

two versions of POP, namely, POP2 (requires SMTP to send messages) and

POP3 (can be used with or without SMTP).[38]

Figure (2.21)    Pop3 process



2.9.3 IMAP

IMAP or Internet Message Access Protocol is a protocol for retrieving email

messages from the mail server. The latest version, IMAP4, is similar to

POP3 but supports some additional features. For example, with IMAP4, one

can search through email messages for keywords while the messages are still

on mail server. User can then download chosen messages to the

machine.[38]

2.9.4 MIME

MIME or Multipurpose Internet Mail Extensions is a protocol used for

formatting non-ASCII messages to be sent the Internet as shown below.

Many of the current email services support MIME, enabling them to send

and receive graphics, audio, and video files through the email system. In

addition, MIME supports messages in character sets other than ASCII.[38]

Figure (2.22) MIME



2.10 Unicode system

Unicode is a universal character encoding standard, designed to represent

text for computer interchange, processing, and display of many modern written

languages. It is a 16-bit encoding that encompasses many characters used in general

text interchange throughout the world, they include the principal written languages

of Europe, America, the Middle East, India, Africa, Asia, and Pacifica. Each

Unicode index refers unambiguously to a given character. Unicode allows a larger

range of characters to be addressed than is possible using a Single-Byte character

encoding[28]. Figure (2.9) shows the layout of this encoding system.

Figure (2.23) Unicode's encoding layout

2.11 Characters

The smallest component of written language that has semantic value, refers

to the abstract meaning and/or shape, rather than a specific shape, though in code

tables some form of visual representation is essential for the reader to

understand.[28]



2.11.1 ASCII (Basic Latin)

The American Standard Code for Information Interchange, or ASCII

(pronounced “AS-key”), is the American National Standards Institute

(ANSI) standard that defines a specific set of 128 commonly used characters,

including uppercase and lowercase alphabetic characters, the digits 0 through

9, many common punctuation symbols, and some control codes such as

carriage returns. The standard also specifies the binary representation of each

of those characters so that everyone will interpret a given bit pattern as the

same character. (Appendix A gives a complete list of the characters and the

7-bit binary codes used to represent them.) For example, all ASCII-

compliant computers use the numeric values.[40]

2.11.2 Halfwidth and Fullwidth Forms

In CJK Chinese, Japanese, and Korean computing, graphic characters

are traditionally classed into fullwidth and halfwidth  characters. With fixed-

width fonts, a halfwidth character occupies half the width of a fullwidth

character, hence the name.

Halfwidth and Fullwidth Forms is also the name of a Unicode block

U+FF00–FFEF. (Appendix A)[40]
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Chapter Three

Hybrid Text Watermarking In Email System Development

3.1 Introduction

The main aim of this work is to design and implement text watermarking

system that is fully compatible with many mail servers, by which secret watermark

is inserted into cover message, using one of the watermarking algorithm to increase

the protection of message transfer between sender and receiver.

In this work, it is assumed that all emails would be transmitted through the

popular Simple Mail Transfer Protocol (SMTP) and that users would retrieve their

emails from remote server systems of the Post Office Protocol version 3 (POP3)

standards. In addition, most emails nowadays are of the Multipurpose Internet Mail

Extensions (MIME) format which is compatible with the SMTP standard.

Many methods have been used to watermarking the plaintext. This chapter

contains the design of the proposed system which includes three methods to insert

text watermark in plain text and one method to insert text watermark in image.

The first proposed method uses hiding the text watermark into the unused

ASCII characters in the plain text. In this method the proposed system starts hiding

the text watermark bits into the unused spaces in the cover text after completing the

conversion.

The second method hides the text watermark bits by shifting the space

between words of the cover text according to the value of the bit.

The third method hides the text watermark bits by changing the shape of the

character of the cover text according to the value of the bit.



Finally, the last proposed method inserts text watermark into an image. The

hiding technique relies on the LSB technique to hide the watermark bits into the

least bit location in the compressed image pixels. Also, the watermarked image has

an embedded text watermark without visible watermark of the proposed system.

The proposed system is designed to use the security parameter of the

message to protect the content of the message from tampering, copying, or save the

changes. These parameters are very useful to increase the efficiency of the

proposed methods. Also, the message will be protected by Password to control the

operations in the mail box content. These parameters are also useful to protect the

inbox contents.

3.2 System Development
The proposed system represented by using a flowchart diagram to explain the

basic idea of the system as shown in the figure (3.1). Then we implement the

proposed system by use case diagram. In systems engineering, a use case is a list of

steps, typically defining interactions between a role ("actor") and a system, to

achieve a goal. The actor can be a human or an external system.

The proposed system performs seven tasks, these tasks are:

1. Connect to mail server.

2. Compose new message with or without attachment.

3. Input text watermark and cover text or image.

4. Hide the text watermark.

5. Send the message

6. Receive and display the message

7. Extract the text watermark.



Figure (3.1) The flowchart diagram of the proposed system
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Figure (3.1) Continue of the flowchart diagram of the proposed system
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The use case diagram of the proposed system is shown in Figure (3.2).

Figure (3.2) The Use case Diagram of Proposed System
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The behavior of the proposed system in the figure (3.2) described below:

3.2.1 Login To Mail Server:
The proposed system has an API (Application Program Interface) which

can be used to sign in to the user mail account in mail server. Below the

normal scenario of this process:

Normal Scenario Of  Login To Mail Server

1. Start email client interface program

2. Login into the user account to the mail server

3. Compose new email message

4. Make new watermark message using one of the proposed algorithms

5. Embed watermark into Email message

6. Send the email using SMTP protocol

3.2.2  Log out
The user logs off (signs out) from the mail server after checking his/her

mail box.

3.2.3 Compose New  Text Message
In this step the user specifies the message header parameters like from,

to, cc, and subject that are needed for sending email messages. These

parameters are needed by SMTP protocol in order to send the message.

Then the user should input the text watermark and the cover text, the

system will read both and then computes if the cover media is enough  to

hide the text watermark before applying any of the proposed algorithms

(unused ASCII character, word shift, feature encoding) in order to hide the

watermark. The basic scenario is illustrated below:



Normal Scenario To Compose New  Text Message

1. Input text watermark W and the cover text EW that long enough to hide W.

2. Chose one of the embedding methods (unused char , word, and feature)

3. Compute the embedding capacity .

4. Append a sign of the encoding method at the end of the watermarked email

message EW'.

5. Output the result as the desired watermarked email message  EW'.

This case may include one of the following three methods:

a. Unused ASCII Characters
The idea is based on using unused ASCII codes as shown in the table

(3.1). Text watermark are encoded by special ASCII control codes and

embedded into cover emails by inserting the data into the text spaces in the

body of a given email. First convert text watermark into binary form then, if

the bit is “0” the system will leave the space as same and if the bit is “1” then

insert one of the ASCII control codes. When displayed they are invisible to the

user, achieving an effect of watermarking. Such invisible ASCII control codes

were found in this thesis by systematically testing all the ASCII codes on

various email server software systems and standards.

The proposed data encoding technique is a combination of five coding

rules found in this study, which insert special ASCII control codes into

different places in email texts. The inserted codes do not change the meanings

of the sentences in the cover email; neither do they cause any noticeable

difference to the reader. Furthermore, hidden data can be completely extracted

from a watermarked-email to recover the watermark text content.



Table 3.1: ASCII control codes and description

Hex Decimal Name Appearance
0x0000 0 <control>: NULL
0x0001 1 <control>: START OF HEADING
0x0002 2 <control>: START OF TEXT
0x0003 3 <control>: END OF TEXT
0x0004 4 <control>: END OF TRANSMISSION
0x0005 5 <control>: ENQUIRY
0x0006 6 <control>: ACKNOWLEDGE
0x0007 7 <control>: BELL
0x0008 8 <control>: BACKSPACE
0x0009 9 <control>: HORIZONTAL TABULATION
0x000A 10 <control>: LINE FEED
0x000B 11 <control>: VERTICAL TABULATION
0x000C 12 <control>: FORM FEED
0x000D 13 <control>: CARRIAGE RETURN
0x000E 14 <control>: SHIFT OUT
0x000F 15 <control>: SHIFT IN �
0x0010 16 <control>: DATA LINK ESCAPE �
0x0011 17 <control>: DEVICE CONTROL ONE �
0x0012 18 <control>: DEVICE CONTROL TWO �
0x0013 19 <control>: DEVICE CONTROL THREE �
0x0014 20 <control>: DEVICE CONTROL FOUR �
0x0015 21 <control>: NEGATIVE ACKNOWLEDGE �
0x0016 22 <control>: SYNCHRONOUS IDLE �
0x0017 23 <control>: END OF TRANSMISSION

BLOCK
�

0x0018 24 <control>: CANCEL �
0x0019 25 <control>: END OF MEDIUM �
0x001A 26 <control>: SUBSTITUTE �
0x001B 27 <control>: ESCAPE �
0x001C 28 <control>: FILE SEPARATOR
0x001D 29 <control>: GROUP SEPARATOR
0x001E 30 <control>: RECORD SEPARATOR -
0x001F 31 <control>: UNIT SEPARATOR



The algorithm which implements the proposed watermarking method for

covert communication is described below:

Algorithm 3.1: Unused ASCII Characters Embedding Algorithm

Input: Text watermark W and cover text C.

Output: The watermark W’.

Steps

Step 1: Input text watermark W and cover text C.

Step 2: Compute if the cover text C can hold the watermark W

Step 3: Convert Watermark W string into stream of bits.

Step 4: Read the stream of bits bi and read how many spaces Si between

words.

Step 5: For each character Cj of the C repeat step 6

Step 6: While j < > length(C)

1. if Cj == char(32) and bi=1 then

a. W’ = W’ + Cj + char(31)

b. i=i+1

2. else if Cj == char(32) and bi = 0 then

a. W’ = W’ + Cj

b. i=i+1

3. else W’ = W’ + Cj

4. j=j+1

Step 7: Output the watermarked message W’

Step 8: End



The above algorithms (3.1 and 3.2) shows the embedding and extracting

process in this method of watermarking.

Algorithm 3.2: Text Extracting Using Unused ASCII Characters Encoding

Input: The watermarked text W’.

Output: Text watermark W

Steps

Step 1: Read the watermarked text W’.

Step 2: Convert Watermark W’ string into stream of characters.

Step 3: Convert each character to its ASCII code Aj

Step 4: For each Aj of the W’ repeat step 5

Step 5: While j < > length(W’-1)

1. if Aj =32 and A(j+1)=31 then

a. bi=1.

b. i=i + 1 .

2. else if Aj =32 and A(j+1)< > 31 then

a. bi = 0.

b. i=i + 1.

3. j=j + 1

Step 6: Convert b into string of ASCII character.

Step 7: Output the watermark message W.

Step 8: End



b. Word Shift Encoding

This method uses the space between words. The first step is compute the

length of text watermark and how many spaces between words in the cover

text? to calculate if the cover text can carry the text mark or not. Then convert

the text watermark into binary form, if the bit is “0” the system will leave the

current space in the cover text as same and if the bit “1” then increase space

width of the current space in the cover text. The embedding and extracting

algorithms (3.3 and 3.4) are shown below respectively.

Algorithm 3.3: Word Shift Embedding Algorithm

Input: Text watermark W and cover text C.

Output: The watermark W’.

Steps

Step 1: Input text watermark W and cover text C.
Step 2: Compute if the cover text C can hold the watermark W
Step 3: Convert Watermark W string into stream of bits.
Step 4: Read the stream of bits bi and read how many spaces Si in C.
Step 5: Compute (new space width S’=current Space width + M);
Step 6: For each character of the C repeat step 7
Step 7: While j < > length(W)

1. if Cj == char(32) and bi=1 then
a. W’= W’+ S’
b. i = i +1

2. else if Cj ==char(32) and bi=0 then
a. W’= W’ + Cj

b. i = i + 1
3. else W’= W’ + Cj

4. j = j +1
Step 8: Output the watermarked message W’
Step 9: End



Where :

NOS : represent the number of spaces in the watermarked text.

M : is any constant number.

Algorithm 3.4: Text Extracting Using Word Shift

Input: The watermarked text W’.

Output: Text watermark W

Steps :

Step 1: Read the watermarked text W’.

Step 2: Convert Watermark W’ string into stream of characters.

Step 3: Read how many spaces NOS in W’

Step 4: Compute (new space width S’=Normal Space width + M)

Step 5: For each space Si of the W’ repeat step 6

Step 6: While i < > NOS
1. if width(Si) = S’ then bi = 1

2. else bi = 0.

3. i = i +1

Step 7: Convert b into string of ASCII character.

Step 9: Output the watermark message W.

Step 10: End



c. Feature Encoding Method
This method uses conversion between two Unicode systems Basic Latin

(0021-007E) and the Fullwidth Latin (FF01-FF5E  ) ranges (Appendix A).

After computing the length of both texts and deciding if the cover text is large

enough to hide the watermark or not, the text watermark should be converted

into binary form. Then using the lower range (Basic Latin) in order to

represent “0”s and the higher range (Fullwidth Latian) to represent “1”s. This

means that changing from one encoding to another is as easy as adding the

decimal values 65248 to the lower range versions. This implies to encode

more data or make the output look better by using suitable font, as shown in

the  algorithms (3.5 and 3.6).

Algorithm 3.5: Text Embedding Using Feature Encoding
Input: Text watermark W and cover text C.
Output: The watermark W’.
Steps:
Step 1: Input text watermark W and cover text C.
Step 2: Compute if the number of characters of the cover text C can

hold the watermark W.
Step 3: Convert Watermark W string into stream of bits.
Step 4: Convert cover text C into its Unicode.
Step 5: Read the stream of bits bi of W and read the Unicode value Ai

for each character of C .
Step 6: For each bi of the W repeat step 7
Step 7: While j < > length(C)

1. if bi = 0 then W’= W’ + char(Ai).
2. else if bi =1 W’= W’  + char(Ai+ 65248)
3. i = i +1

Step 8: Output the watermarked message W’
Step 9: End



3.2.4  Add Attachment
When the user wants to add an attachment to the email message, it is

possible to add a watermark to the attachment file. The proposed method uses

LSB replacement in image. The proposed system can use many types of

images document like (BMP, JPEG, PNG, and GIF) to embed the text

watermark in the cover image.

Algorithm 3.6: Text Extracting Using Feature Encoding

Input: The watermarked text W’.

Output: Text watermark W

Steps :

Step 1: Read the watermarked text W’.

Step 2: Convert Watermark W’ string into stream of characters.

Step 3: Convert each character to its Unicode Ai

Step 4: For each Ai value repeat step 5

Step 5: While i < > length(W’)

1. if  0 < Ai < 128 then bi= 0.

2. else bi = 1

3. i = i+1

Step 6: Convert b into string of Unicode character.

Step 7: Output the watermark message W.

Step 8: End



In this work, an enhancement of the image watermarking system using

LSB approach to provide means of secure communication is presented. A key

has been applied to the system during embedment of the message into the

cover-image. In the proposed approach, the message bits are embedded

randomly into the cover image pixels instead of sequentially.

Using a color image with a Secret –Key of, that embedded the message

into the cover-image and the resulted watermarked image is as shown in

Figure (3.3). From normal eyes perception, the result of the watermarked-

image looks identical to the cover-image. This is because there are little

changes of the pixel values and thus no significant difference. The sequence of

mapping is subjected to risk detection. When the beginning of the series is

known, the rest of string can be detected easily. To overcome this weakness, it

is proposed to use the discrete logarithm calculation. In this technique, the key,

K, is embedded randomly in the message bits, hence, it is difficult for the third

party to locate which bit is used to store K. As a result, the message looks to

the third party as a nonsense symbols.

Figure (3.3) The process of embedding text within the image
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It is proposed in this enhancement that the embedding of message bits

into the image is not only in the least bit but also use the other bits in the pixel

in the random manner. This can be achieved by comparing the message bit to

the pixel bit randomly chosen from second to the last bit. Based on this

comparison, 1 is inserted in the least significant bit if the message bit identical

to that of the image, whereas, 0 is inserted if the message bit didn’t match with

the chosen bit from the image, see figure (3.4)

Figure (3.4) Embed the bits in image

It is interesting to note that the value of the least significant bit of the image is

not always representing the actual value of that from the message, as expressed in

the following table(3.2), this can be done by using XNOR function (A.B'+A'.B).

Table (3.2) Change in the Bits during the process of embed

Random bits from (2-8) Message bits Last bit
0 0 1
0 1 0
1 0 0
1 1 1

................................110111001

.......011010100101101010110101

.......011010101101101000110101

Text bit

Original
image

bits

modified
image

bits

Change the last bit as the
result of comparison

0 1 0

Comparison



The attacker can easily extract the message hided in an image using the LSB

technique by identifying the least the significant bit. However, this could not be

done with the above described method. Hence, the latter considered an

improvement to the common LSB, see figure (3.5).

Figure (3.5) Extract bits from image

The process of extracting the message from the image includes inverse

comparison to that used in embedding. If the least significant bit is 1, then the

actual value of the message bit is equal to that compare with image bit value, see

figure (3.4), while if the least bit is zero then the message bit is representing the

inverse value of the image bits that used in embedding comparison, as expressed in

the following table 3.3.

Table (3.3) change the bits during the process of extract from image

Random bits
from (2-8)

Last bit Value
extracted

0 0 1
0 1 0
1 0 0
1 1 1

.......011010101101101000110101

1 0 0Recovered text bits

Received image bits



However by using discrete logarithm calculation, the problem of sequence-

mapping can be solved. In this technique, the selected pixel for embedding the

message bits depends on the random number generated by the key, K. Although the

third party could determine where the message bits are embedded, he has a

difficulty to recover it because the message bits are embedded in a random order.

The recovered message will be a nonsense symbols as shown in Figure (3.6)

Figure(3.6) Recovered Messages with Normal Extraction

3.2.4.1 Discrete Logarithm [41]

Discrete logarithm calculation can be used to solve the sequence-

mapping problem. The main idea here is to generate a series of random

numbers of length equal to the message length that ranging from 2 to 8.

These series numbers will be used in random-mapping.

Defining the discrete logarithm to produce random numbers. This

depends on the value of key (K).

The values are computed from the following equation, and these

numbers will be limited to the length of the message, M:



(3.1)PmodX*aX 1-ii 

Where

Xo =  sum of  K digits.

a = 3 * Xo .

p = K .

i = 1, 2, 3, 4, ……., length of the message (M)

Xi= Xi-1 * a mod P

The numbers created from the above equation is then used to generate

other numbers ranging from 2 to 8.The latter are used to locate the image bit

(in the pixel) that will be used in the comparison with the message bit,

expressed as follow:

(3.2)27)mod(XP ii 

Recovering a message from a watermarked-image demands the

corresponding decoding key K which is used in the encoding process. Hence,

both the sender and receiver have to share the key during the communication.

The K key is then used for selecting the positions of the pixel where the

secret bits had been embedded. For further clarification of the function of the

proposed system, the following example is included.

3.2.4.2 Example to explain the manner of discrete logarithm and random

embedding

The following example explains the work of the proposed system in

the process of generating random numbers. The process includes the text

within the image depending on the figures generated previously.



 Suppose the secret key K and the message is (M). The sender and the recipient

opting key K, let K = 1321, and M = 10100011, therefore the length of M is i = 8,

then the values of  xo and a can be extracted as follows
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To apply this numbers in the process of concealment. A section is

taken from an image. First eight pixels of the image (Figure 3.7 and 3.8)



1 0 1 1 0 1 1 0 1 0 1 0 1 1 0 0
1 1 1 0 0 1 0 0 1 0 0 1 0 0 1 0
1 0 1 1 0 0 0 1 0 1 0 0 1 1 1 0
1 1 0 0 0 1 1 0 0 0 0 1 0 0 0 0

Figure (3.7) Section of the image before the embed

Figure (3.8) Explain the embed bit in the image

The extracting of the message from the image is conducted from the

following:

1. Xo, a, and p are extracted from K.



2. Equation (3.1) is used to generate random numbers along the hidden

message.

3. The numbers are then inserted into equation 3.2, (Figure 3.9), these

numbers locates the bit within the pixel that compared with the

message bit.

4. The process of extracting the message from the image includes inverse

comparison to that used in embedding:

I. If the least significant bit is 1, then the actual value of the

message bit is equal to that compare with image bit value.

II. If the least bit is 0 then the message bit is corresponding to

the inverse value of the image bits that used in embedding

comparison continue this process to extract the entire

message.

1 0 1 1 0 1 1 1 1 0 1 0 1 1 0 0
1 1 1 0 0 1 0 0 1 0 0 1 0 0 1 1
1 0 1 1 0 0 0 1 0 1 0 0 1 1 1 0
1 1 0 0 0 1 1 1 0 0 0 1 0 0 0 0

Figure (3.9) Section of the image after the embed

The process of extracting the message from the image includes inverse

comparison to that used in embedding. If the least significant bit is 1, then the

actual value of the message bit is equal to that compare with image bit value, see

figure (3.4). If the least bit is zero then the message bit is representing the inverse

value of the image bits that used in embedding comparison, as expressed in the

table(3.3).



Below the algorithms  (3.7 and 3.8) of embedding and extracting watermark

using LSB.

x

Algorithm 3.7: Text Watermark Embedding In Image Using LSB

Input: Text watermark W and cover Image C.

Output: The watermarked image C’.

Steps:

Step 1:  Read the text watermark W of length L, and convert each

character into sequence of 8-bit Wi.

W = {W(i)∈ {0,1}:1≤ i ≤ L}

Step 2: Input the Key K .

Step 3: Determine primitive root xi from K.

Step 4: Generate random number Pi .

Step 5: Read the cover color image pixels Ci .

Step 6: For each bit in W repeat step 7

Step 7: Do the XNOR function

LSB in Ci = (NOT(Wi) AND Pi) OR (Wi AND NOT(Pi))

Step 8: Show the original image C and the watermarked image C’.

Step 9: End



Algorithm 3.8: Text Watermark Extraction From Image Using LSB

Input: Watermarked image C’.

Output: The text watermark W.

Steps :

Step 1: Download  and load the watermarked image C'.

Step 2: Input the Key K .

Step 3: Determine primitive root xi from K.

Step 4: Generate random number Pi .

Step 5: Read the watermarked color image pixels C'i .

Step 6: For each pixel in C'i repeat step 7

Step 7: Do the XNOR function

Wi = (NOT(LSB in C'i ) AND Pi) OR (LSB in C'i AND NOT(Pi))

Step 7: For each 8-bit in Wi convert into ASCII characters.

Step 8: Output the watermark message W.

Step 9: End



3.2.5 Send Message
This step is needed to check the message parameters such as message

header, message bottom and the internet connection to send the message

through the mail server.

3.2.6  Receive Messages
 When the email program asks the mail server for mail, it checks for any

messages addressed to that user. If email is found, the mail server transfers the

messages to the client as requested. The following scenario illustrated such

transfer.  There the system will analyze the message content and will compute

which algorithm used in embedding process from the sign that appended at the

end of message.

Normal scenario of Receive messages

1. Login into the user account to the mail server.

2. Download selected email message using pop3 protocol.

3. Read email message data and headers.

4. Analyze message data and read which watermarking algorithm used.

5. Extract watermark using one of the watermarking algorithms (unused

ASCII char, word, and feature) and/or using LSB method in image as

attachment.

6. Display watermark message W.

3.2.7  Extract Watermark.
After the message is downloaded and displayed, the proposed system

reads the message and analyze it in order to know what algorithm is used in

the watermarking process? Then it extracts the watermark using one of the

extracting algorithms.



Chapter Four
Hybrid text

watermarking in email

System Operations and

Results



Chapter Four

Hybrid Text Watermarking In Email System Implementation

And Results

4.1 Introduction:

The proposed system was built using the Microsoft Visual C# 2008 as a

programming language under Windows 7 ultimate 64 bit operating system with

minimum 1G of RAM. The system is an email client application that is

implemented on SMTP and POP3 protocols in C#.

:OutlinesSystemThe.24

The main lines of the proposed system are shown in Figure (4.1), while the

main window of the proposed system is as shown in the Figure (4.2).

4.3 System Main Window

The main window contains only Sign in button and two textboxes used to

enter API to the main system in order to compose mail or to check mail. The two

text boxes are user ID and the password.

If the user doesn’t enter user ID or password the system will display error

message that tells the user to enter user ID or password as shown in figure (4.3).

After entering the correct user ID and password the next interface will be

displayed from which the user can select one of two tabs; compose mail or check

mail.
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Figure (4.1) The main lines of the proposed system.



Figure (4.2) The Main Window of the Proposed System.

Figure (4.3) Sample of the error messages



4.4 Compose Mail Tab Menu.

In figure (4.4), the user can send an email message by using any SMTP

server that allows to do so. For example, the user can send an email message by

using gmail SMTP server to any SMTP server like GMail, Yahoo, Hotmail, etc.

Table (4.1) List of the Most SMTP E-Mail servers

E-mail Smtp server Smtp port

Yahoo smtp.mail.yahoo.com 25

Hotmail smtp.live.com 25 or 587

Gmail smtp.gmail.com 465 or 587

Aol smtp.aol.com 587

ADELPHIA smtp.adelphia.net 25

BELL SOUTH smtp.bellsouth.net 25

COMCAST smtp.comcast.net 25

COMPUSERVE smtp.comcast.net 25

com.Mail smtp.mail.com 25

EarthLink smtp.earthlink.net 25



Figure (4.4) Compose mail tab interface

After providing the above information, specifying sender and recipient’s

email addresses (more than one recipient’s email address can be specified, each is

separated by comma or semi-colon). The fields cc and bcc are optional. Then the

user can specify subject, add file attachments (if any), and write the actual

message. Then click on the send button in order to send the email. A status bar will

show the progress information.

This window has the following command buttons:

4.4.1. New Watermark Message

When user click on this command the system will open new window

that will perform the watermarking operation as shown in the figure (4.5)



Figure (4.5) embedding text watermark in cover text window

In this window, user should input the text watermark that he wants to

embed in the cover text. After that he needs to select the watermarking

algorithm that will be applied to the text.

When checking one of the radio buttons and clicking the command

embed watermark, the watermark will be embedded into the cover text

scording to the selected algorithms of this command as shown in section

(3.2.3)  algorithms (3.1, 3.3, and 3.5).

When user clicks the embed watermark command, the proposed

system will start the conversion operation to convert the text to watermark in

to binary. After completing the conversion operation, the proposed system

finishes the calculation of the characters or spaces in the cover text for



hiding the watermark. For The first one the system will check the string

length of both texts. Here for any character in the text watermark the system

will need 8 characters in the cover text to perform the embedding operation.

And for the second and third algorithm will need 8 spaces for each character.

The proposed system will repeat hiding watermark in the cover text and

display the watermarked message as shown in Figures (4.6 ), (4.7) and (4.8).

Figure (4.6) Text watermarking result using feature encoding method



Figure (4.7) Text watermarking result using unused ASCII characters

Figure (4.8) Text watermarking result using word shift method



After performing the watermarking operation and the watermarked

message are displayed, the user can insert this message into the compose tab

using insert watermarked message command buttons. And in this window

another commands; i.e. clear command button is used to clear the content of

the text boxes and back command button is used to return to the previous

window.

4.4.2. Add An Attachment Command Button

When user clicks on this command the system will open new window

that will perform the text watermarking operation on an image, as illustrated

in figure(4.9)

Figure (4.9) Text watermark in image window



In the window the user should input text watermark and load the cover

image that is needed to embed the text using LSB algorithm as shown in

section (3.2.4) and algorithm (3.7).

In this window when the user clicks on the Encode watermark button,

the system will start to encode the text in the cover image. The display

button is used to display both images after and before embedding the text

watermark. Then the user can insert the watermarked image to the

attachment menu using OK command button or can return back to the

previous window using back command button.

In this form the user can calculate the moments between the

watermark image and the original image can be calculated. Before

calculation of the moments values like MSE and PSNR. Depending on the

resulted values of PSNR and MSE the user can refuse or accept the

watermarked image as shown in the figure below (4.10).

Figure (4.10) Calculation of MSE and PSNR for original and
watermarked image

38.6436580.0003



4.4.3. Remove Attachment Command Button

This command used to remove unwanted attachment from

attachments list.

4.4.4. Send Command Button

When the user clicks this command, the system will check the Input

Validation (SmtpServer.Text, SmtpPort.Text, UserName.Text,

Password.Text, From.Text, To.Text, Cc.Text, and Bcc.Text). If this

parameter is OK, then the message will be sent correctly. But if it is not OK,

many error message will appear on the status bar (such as "Recipients' email

address is not in the correct format”, "You must connect to the internet.",

and "Sender email address is not in the correct format.") .

4.3.5. Clear Command Button

This command is used to clear current window parameters.

4.5 Check Mail Tab.

This window is used to receive and read email message from any pop server

as shown in figure (4.11).

Figure (4.11) Check mail tab



The check mail tab window had many commands button like:

4.5.1 Connect Command Button

Now the user can check his emails by using this email client

application. But it needs the following parameters

Table (4.2) List of the Most POP3 E-Mail servers

Email Server name Pop3 port

Yahoo pop.mail.yahoo.com 110

Hotmail pop3.live.com 995

Gmail pop.gmail.com 995

Aol pop.aol.com 995

ADELPHIA mail.adelphia.net 110

BELL SOUTH mail.bellsouth.net 110

COMCAST mail.comcast.net 110

COMPUSERVE mail.comcast.net 110

com.Mail pop1.mail.com 110

EarthLink pop.earthlink.net 110

After providing the above information, click on connect button. After

connecting and verifying user name and password, all emails (if there exist

any) will be displayed in the inbox.

4.5.2 Display selected message

In order to display an email message, press left click to select the

message from the inbox and then click on the display selected message

buttons. After fetching the email from the pop server, it will be displayed to

the user.



4.5.3 Extract Watermark Command Button

When the user clicks on this command, the system will read the

information about which algorithm is used to embed the text watermark.

Then compute which algorithm is used in watermarking operation to

perform one of the extracting algorithms as shown in section (3.2.3)

(algorithms 3.2,3.4, and 3.6) to extract the watermark from the watermarked

message and display the text watermark in message box and the used

algorithm will appear in the title bar of the message box as shown the figure

(4.12).

Figure (4.12) Read selected message and extract text watermark from email

message



4.5.4 Download Command Button

If the email contains any attachment file, the user can also save the

file by selecting it and then click on download buttons.

After saving downloaded file, the system will open new window that used to

display downloaded file and extract the watermark from it by using LSB

algorithm as shown in section (3.2.4) algorithm (3.8). The extracting

window look as shown in figure (4.13).

Figure (4.13) Text watermark extracting from image

When the user clicks on the (extract watermark) button from

downloaded image, the system requires a key to perform the LSB extract

algorithm. The system will display the extracted bits string in the textbox.



Then when the user click on convert to string button, the text watermark

message will be displayed as shown in figure (4.14).

Figure (4.14) Display extracting message from image

If the extracting key is not correct the extracting text watermark will look as

shown in the figure (4.15).

Figure (4.15) Recovered Messages with Normal Extraction or incorrect key

4.5.5 Disconnect Command Button



In order to sign out from the mail server, the user can use the

disconnect button. In all the following operations, the status bar will show

different progress information.

4.6 The Proposed System Results

Table (4.3) reviews the watermarking methods for two different cover media

and their file size, capacity of watermark data, media view before and after

watermarking the message, and the time that the method will take it for message of

1000 byte and appropriate cover media size.

Table (4.3) Comparison between different encoding methods.

Size of Cover Media

Watermark

Method

Cover

Media

type

Be
fo

re

w
at

er
m

ar
ki

ng

A
ft

er

w
at

er
m

ar
ki

ng No. of bits

can be hide

Cover media view

Before and After

watermarking

Embeddi

ng  Time

(sec)

Feature encoding Plain

text

N bytes N bytes N Not identical 0.0319

Word shift Plain

text

N bytes N bytes No. of spaces Identical 0.0623

Unused ASCII

Characters

Plain

text

N bytes (N + No.

of hidden

character)

bytes

No. of spaces Identical 0.0823

LSB image N*M *3

pixel

N*M *3

pixel

N*M *3 Identical 0.072

From the above table, the all method's results are identical to the cover

media except the feature encoding method the result is not identical because it

changes the character shape.

The proposed methods are tested on many samples of (BMP, JPEG, and

PNG) file format image types. The PSNR and MSE measures were used to show



the effect of watermarking operation on the image. Table (4.4) shows the final

results of PSNR and MSE of these samples of image files. From this table, the

watermarking technique results are different in effect on the BMP, JPEG, PNG and

GIF image files when the watermark message is the same. The BMP files are less

affected than GIF files on the watermarking technique, while the JPEG has high

effect on the PSNR and MSE values.

Also MSE and PSNR have different values if the message has different length on

the same image.

Table (4.4) Comparison of random LSB technique for various file formats
and different message size

Message
size (Byte) Image name Image

type
Size
MB MSE PSNR Embedding

time (sec)
500 0.0023 38.58 1.389
1000 0.0053 35.90 1.573
2000 0.0102 33.71  1.581
4000

Tulip BMP 1.28

0.0209 31.32  1.670
500 0.0003 38.64 1.232
1000 0.0004 37.8 1.271
2000 0.0005 37.30 1.343
4000

koala JPEG 0.760

0.0006 36.85 1.569
500 0.0020 39.15 1.333
1000 0.0043 36.56 1.464
2000 0.0067 35.11 1.542
4000

Windows7 PNG 0.092

0.0137 32.73 1.651
500 0.0424 30.11 0.103
1000 0.0903 28.45 0.105
2000 0.1751 26.32 0.366
4000

Sand GIF 0.046

0.2421 24.21 0.502
From the above table we show how cover image effected after embedding

the text and time of embedding in each time. The table show that the good PSNR

result was in PNG image time and the faster embedding tine in GIF image. Figure

(4.16) show the difference of PSNR values between all image types after

embedding the message.



Figure (4.16) PSNR of watermarked images curve comparison diagram

Figure (4.16) show the embedding time of the message in the cover image.

Figure (4.17) Embedding time of watermarked images curve diagram
comparison
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Chapter Five

Conclusions and Suggestions
for Future Work

5.1 Conclusions:
The main goal of the proposed system is to develop and operate E-mail

system that deals with watermark as protecting method.

In this thesis, we have proposed text watermarking algorithms to safeguard the

text from the attackers. The embedding algorithms embed the textual watermark

in text or images. The results show that our algorithm is secure and efficient

against intelligent tampering attacks.

The implementation and results of the proposed system of this work reached

to the following conclusions:

1. Feature encoding method is more efficient than other methods because it

modifies only the Unicode letters instead of the content itself, doesn't

lengthen the cover media, it can hide data more than other algorithms, and

it is faster to implement than other algorithms. However, one of the

considered drawbacks of this method is the watermarked text is not exactly

like the cover text.

2. In the word shift and unused ASCII characters methods, the watermarked

text is the same as the original but the main limit is the amount of data that

can be hidden is less than feature encoding method because it uses only the

spaces between words.



3. In the LSB replacement, we inputs the text and cover image file. And were

tested 16 cases of deferent message lengths and deferent cover images

types and the results shown in table (4.4) from this table:

a. The good quality of both original and watermarked images is

achieved as shown when applying the PSNR test.

b. In LSB method, PNG file is better than other image types because it

has medium-size and gives good image quality like BMP images,

and it is appropriate for cover communication.

c. It gives good embedding time and faster to implement on the GIF

image format.

4. Random LSB method is a powerful embedding technique since the attacker

needs to produce the sequence of the arbitrary bits location in each pixel

that used in the embedding process.

5. Watermarking unlike cryptography, it does not depend on an algorithm for

implementation; It depends on the human behavior and way of thinking and

then using an algorithm to hide the secret.

6. The most successful watermarking method is the uncommon one. Although

the proposed methods are simple, but they need good knowledge and

experience to be discovered.

7. The main limit of this system it can operate only on the 64-bit platform

because some of the used instructions did not compatible with the other's

platform like 32-bits.



5.2 Suggestions for Future Work:
There are many suggestions for improving the proposed software. The main

suggestions for future work are:

1. The watermarking may be used in conjunction with cryptography to

combine data obfuscation and data hiding properties to make message

communication between sender and receiver even more secure.

2. Designing and implementing a system with text watermarking abilities

compatible with the other operating systems and platforms.

3. Developing the proposed system in order to deal with different types

Unicode system like watermarking in the Arabic text.

4. Developing software that contains other techniques of text watermark in

the texts methods that depend on the font style and methods that depend on

the structure of the text.

5. Developing software that contains techniques for text watermarking in

video and audio.
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الخالصة

تقنیات العالمة . "لحمایة جمیع البیانات المنقولة" العالمة المائیة"صمم النظام المقترح باستخدام تقنیات 

الرسائل في وسائل اإلعالم  بإخفاءهي احد االبتكارات المهمة في هذه األیام، وهي تقنیة تسمح للمستخدمین " المائیة

.األخرى مثل الصورة والنص والصوت والفیدیو

النص إخفاءفي الجزء النظري من هذه األطروحة، تم تقدیم العدید من تقنیات العالمة المائیة، حیث ركز البحث على 

.النص في الصورة ، والذي نفذ في الجزء العملي من هذه األطروحةٕواخفاءفي النصوص 

ستخدام البرمجة الكیانیة، اقترحت األطروحة نظام عمیل للبرید اإللكتروني، والذي تم تصمیمه وتنفیذه با

.البحث شرح المفاهیم األساسیة التي تتعلق بالتصمیم المقترحوأیضا. )السي شارب دوت نت(باالستفادة من لغة 

فهو لدیه القدرة على إرسال الرسالة، تلقي الرسالة، . نظام البرید اإللكتروني المقترح یتمیز بسهولة االستخدام

باإلضافة إلى العدید من عملیات التحریر والمختلفة على النصوص والكائنات . مرفقاتواضافة المرفقات، وتحمیل ال

في نص آخر، باستخدام احد أسالیب الترمیز الثالثة " عالمة مائیة نصیة"وأیضا لدیه القدرة على تضمین . األخرى

تزحیف الكلمات، وتقنیة الغیر مستخدمة في االسكي كود ، وتقنیةاألحرفاستخدم (هذه األسالیب هي .المقترحة

).األحرفتغییر شكل 

بت نص العالمة المائیة في الصورة، وهذه الطریقة تعتمد على إلخفاء(LSB)أخیرا تم استخدام طریقة تقنیة 

.LSBقیمة األساسیة للمفتاح لتحدید موقع البت في بكسل الصورة الذي سیقارن مع بت نص العالمة لتغیر قیمة 

جهة ثالثة ال تستطیع انأياألصليالنص الناتج یشبه النص إنرق على النص وجد بعد تنفیذ هذه الط

. والنص الناتج بواسطة العین، أي من الصعوبة كسر الرسالة المخفیةاألصليتمییز الفرق بین النص 

یدة حیث وجد ان هذه الطرق ج. استخدمت لتقییم نتائج النظام المقترح(PSNR)و (MSR)وقت التنفیذ والـ 

.  (PSNR)قیم جیدة للـوأعطتمن ناحیة سرعة التنفیذ 



تقنيات متعددة للعالمة املائية يف الربيد االلكرتونيتنجيز

للدراسات العلیا        مقدمة إلى معهد المعلوماتیةرسالة
في الهیئة العراقیة للحاسبات والمعلوماتیة كجزء من متطلبات نیل    

الماجستیر في علوم هندسة البرامجیاتشهادة 
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